advertisement

Corporate sneakiness. Government waste. Technology run amok. Outright scams. Our effort
to unmask these 21st Century headaches and offer solutions that save you time and money.

days
ago

&) ﬁ_g Like

Recommend - 4k

17k

Tweet < 1,337 7.3K

New virus raids your bank account - but

you won't notice

The best way to protect yourself from an online financial scam is to diligently check your bank

accounts. At least, until now.

Israeli-based Security firm Trusteer has found an elaborate new computer virus that not only helps

fraudsters steal money from bank accounts -- it also covers its tracks.

Think of a crime plot involving a spy who plans to break into a high-security building and begins-by

swapping out security camera video so guards don't notice anything is amiss. Known as a surveillance

camera hack, the technique has been used in dozens of movies.

A new version of the widely prevalent SpyEye Trojan horse works much the same way, only it swaps

out banking Web pages rather than video, preventing account holders from noticing that their money

is gone.

The Trojan horse employs a
powerful two-step process to
commit the electronic crime.
First, the virus lies in wait until
a customer with an infected
computer visits an online
banking site, steals their login
credentials and tricks the
victim into divulging
additional personal

information such as debitcard o4Ol

Solar Company Secures Brilliant New Energy

information. Then, after the _
Technology. Once In... OnyxService.com

stolen card number is used for
a fraudulent purchase, the
virus intercepts any further
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visits to the victim's banking

site and scrubs transaction records clean of any fraud. That prevents -- or at least delays --
consumers from discovering fraud and reporting it to the bank, buying the fraudster critical extra
time to complete the crime.

Bob Sullivan Trusteer calls it a "post transaction" attack, because

much of the virus' effectiveness is attributable to its

Like 17,490
ability to control what victims see after fraudulent
Follow @RedTapeChron < 3,785 followers . . . .
transactions occur. Amit Klein, chief technology officer
for Trusteer, said he believes criminals have used the technique for a few months, and it has infected

real consumers.

"I predict that the use of post transaction attack technology will significantly increase as it enables
criminals to maximize the amount of fraud they can commit using their initial investment in malware
toolkits and infection mechanisms," Klein said.

The new SpyEye came to Trusteer's attention when a large retail bank in the United States spotted it
and shared with the firm, he said.

'A very scary tactic'
The virus' evidence-covering techniques are elaborate. First, it keeps track of all fraud committed by
the criminal, and makes sure to remove those line items from online transaction lists. It also edits

balance amounts to prevent consumers from getting suspicious.

"This is a very scary tactic," said Avivah Litan, a financial fraud analyst at consulting firm Gartner.
"Everybody thinks all they have to do is check their transactions and their balances. That's not true
anymore."

The new virus technique ups the ante in the cat-and-mouse game between security companies and
the computer criminals who try to steal consumers' money. Consumer reports of fraud are still a very
important part of fraud-fighting techniques, Litan said.

"Most banks 'let the first transaction through,' because if they stopped everything that was potentially
fraud, consumers would get annoyed," she said. In some cases, fraud-checking tools kick in only after
initial reports, so this version of SpyEye could buy criminals important time as they try to turn stolen
data into cash.
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victims using the same Web page interception trick. But this new flavor has more potential for

success, because it involves stolen debit card numbers used at third-party merchants, creating

complex transactions involving multiple banks and multiple security systems.

Victim account holders who check their balance at an ATM -- or even at a second uninfected

computer -- would be able to spot the fraudulent transactions. The virus doesn’t impact bank

systems, merely the characters that are displayed within the infected system's Web browser. That

means paper statements would reveal the fraud, too.

Of course, consumers who rely on paper statements could be a full 30 days behind when it comes to

spotting fraudulent transactions.

While Klein is worried about the "post transaction" attack, he said consumers who have vulnerable

Web browsers are bound to be victims of one fraudster or another.

"My take is that if your computer is infected with financial malware, it's game over anyway," he said.

"My takeaway is you need to prevent getting infected with financial malware in the first place.”

Don't miss the next Red Tape:
*Get Red Tape headlines on your Facebook Wall
*Follow Bob on Twitter.

*Get an e-mail newsletter with Red Tape stories (requires Newsvine registration).

Explore related topics: featured, virus, online-banking, trojan-horse, trusteer, troj

New virus
raids your
bank
account - but
you won't
notice

5 days ago

Tweet < 1,337

Recommend - 4k

Most popular posts

Cordray tells
msnbc.com
new bureau
will help
consumers
‘muscle up'

2 days ago

Tweet <13

Recommend - 12

Of course
upward
mobility is
the problem;
we're stuck
in our homes

6 days ago

Tweet <13

Recommend - 27

advertisement

Want to learn
about
Santorum?
You might
not want to
search the
Web at work

4 Jan 2012 11:05am, EST

Tweet <73

Recommend 156

Huge
Eurobank,
rated
'Britain's
worst,' now
accused of
gouging US
consumers

9Dec20116:31am, EST

Tweet < 105

Recommend - 1k


http://facebook.com/BobSullivanFans
http://twitter.com/RedTapeChron
https://www.newsvine.com/_nv/accounts/msnbc/emailAlerts?affiliate=msnbc.msn.com
http://redtape.msnbc.msn.com/featured
http://redtape.msnbc.msn.com/virus
http://redtape.msnbc.msn.com/online-banking
http://redtape.msnbc.msn.com/trojan-horse
http://redtape.msnbc.msn.com/trusteer
http://redtape.msnbc.msn.com/troj
http://redtape.msnbc.msn.com/_news/2012/01/06/9986119-new-virus-raids-your-bank-account-but-you-wont-notice
https://twitter.com/intent/tweet?original_referer=http%3A%2F%2Fredtape.msnbc.msn.com%2F_news%2F2012%2F01%2F06%2F9986119-new-virus-raids-your-bank-account-but-you-wont-notice&related=breakingnews%3AThe%20fastest%20breaking%20news%20on%20Twitter.&source=tweetbutton&text=New%20virus%20raids%20your%20bank%20account%20-%20but%20you%20won't%20notice&url=http%3A%2F%2Fredtape.msnbc.msn.com%2F_news%2F2012%2F01%2F06%2F9986119-new-virus-raids-your-bank-account-but-you-wont-notice&via=redtapechron
http://twitter.com/search?q=http%3A%2F%2Fredtape.msnbc.msn.com%2F_news%2F2012%2F01%2F06%2F9986119-new-virus-raids-your-bank-account-but-you-wont-notice
http://redtape.msnbc.msn.com/_news/2012/01/09/10075436-cordray-tells-msnbccom-new-bureau-will-help-consumers-muscle-up
https://twitter.com/intent/tweet?original_referer=http%3A%2F%2Fredtape.msnbc.msn.com%2F_news%2F2012%2F01%2F06%2F9986119-new-virus-raids-your-bank-account-but-you-wont-notice&related=breakingnews%3AThe%20fastest%20breaking%20news%20on%20Twitter.&source=tweetbutton&text=Cordray%20tells%20msnbc.com%20new%20bureau%20will%20help%20consumers%20'muscle%20up'&url=http%3A%2F%2Fredtape.msnbc.msn.com%2F_news%2F2012%2F01%2F09%2F10075436-cordray-tells-msnbccom-new-bureau-will-help-consumers-muscle-up&via=redtapechron
http://twitter.com/search?q=http%3A%2F%2Fredtape.msnbc.msn.com%2F_news%2F2012%2F01%2F09%2F10075436-cordray-tells-msnbccom-new-bureau-will-help-consumers-muscle-up
http://redtape.msnbc.msn.com/_news/2012/01/05/9980153-of-course-upward-mobility-is-the-problem-were-stuck-in-our-homes
https://twitter.com/intent/tweet?original_referer=http%3A%2F%2Fredtape.msnbc.msn.com%2F_news%2F2012%2F01%2F06%2F9986119-new-virus-raids-your-bank-account-but-you-wont-notice&related=breakingnews%3AThe%20fastest%20breaking%20news%20on%20Twitter.&source=tweetbutton&text=Of%20course%20upward%20mobility%20is%20the%20problem%3B%20we're%20stuck%20in%20our%20homes%20&url=http%3A%2F%2Fredtape.msnbc.msn.com%2F_news%2F2012%2F01%2F05%2F9980153-of-course-upward-mobility-is-the-problem-were-stuck-in-our-homes&via=redtapechron
http://twitter.com/search?q=http%3A%2F%2Fredtape.msnbc.msn.com%2F_news%2F2012%2F01%2F05%2F9980153-of-course-upward-mobility-is-the-problem-were-stuck-in-our-homes
http://redtape.msnbc.msn.com/_news/2012/01/04/9948356-want-to-learn-about-santorum-you-might-not-want-to-search-the-web-at-work
https://twitter.com/intent/tweet?original_referer=http%3A%2F%2Fredtape.msnbc.msn.com%2F_news%2F2012%2F01%2F06%2F9986119-new-virus-raids-your-bank-account-but-you-wont-notice&related=breakingnews%3AThe%20fastest%20breaking%20news%20on%20Twitter.&source=tweetbutton&text=Want%20to%20learn%20about%20Santorum%3F%20You%20might%20not%20want%20to%20search%20the%20Web%20at%20work&url=http%3A%2F%2Fredtape.msnbc.msn.com%2F_news%2F2012%2F01%2F04%2F9948356-want-to-learn-about-santorum-you-might-not-want-to-search-the-web-at-work&via=redtapechron
http://twitter.com/search?q=http%3A%2F%2Fredtape.msnbc.msn.com%2F_news%2F2012%2F01%2F04%2F9948356-want-to-learn-about-santorum-you-might-not-want-to-search-the-web-at-work
http://redtape.msnbc.msn.com/_news/2011/12/09/9307345-huge-eurobank-rated-britains-worst-now-accused-of-gouging-us-consumers
https://twitter.com/intent/tweet?original_referer=http%3A%2F%2Fredtape.msnbc.msn.com%2F_news%2F2012%2F01%2F06%2F9986119-new-virus-raids-your-bank-account-but-you-wont-notice&related=breakingnews%3AThe%20fastest%20breaking%20news%20on%20Twitter.&source=tweetbutton&text=Huge%20Eurobank%2C%20rated%20'Britain's%20worst%2C'%20now%20accused%20of%20gouging%20US%20consumers%20&url=http%3A%2F%2Fredtape.msnbc.msn.com%2F_news%2F2011%2F12%2F09%2F9307345-huge-eurobank-rated-britains-worst-now-accused-of-gouging-us-consumers&via=redtapechron
http://twitter.com/search?q=http%3A%2F%2Fredtape.msnbc.msn.com%2F_news%2F2011%2F12%2F09%2F9307345-huge-eurobank-rated-britains-worst-now-accused-of-gouging-us-consumers
http://redtape.msnbc.msn.com/_news/2012/01/06/9986119-new-virus-raids-your-bank-account-but-you-wont-notice#comments
http://redtape.msnbc.msn.com/_news/2012/01/09/10075436-cordray-tells-msnbccom-new-bureau-will-help-consumers-muscle-up#comments
http://redtape.msnbc.msn.com/_news/2012/01/05/9980153-of-course-upward-mobility-is-the-problem-were-stuck-in-our-homes#comments
http://redtape.msnbc.msn.com/_news/2012/01/04/9948356-want-to-learn-about-santorum-you-might-not-want-to-search-the-web-at-work#comments
http://redtape.msnbc.msn.com/_news/2011/12/09/9307345-huge-eurobank-rated-britains-worst-now-accused-of-gouging-us-consumers#comments

* After entering a Facebook comment, your image and name may display on this page. All
privacy settings are controlled within your Facebook account.

140 comments

Y

BT G Fricke -
We only have enough money in there for them to go to KFC for a 2 wing basket.

Reply -

A
—!@’?
=

=4 k "

|!|' Post to Facebook Posting as Amanda Rhode (Change) I:I

Top Commenter - Assasin at Large

143 - Like - Follow Post - January 6 at 7:54am

Carl Corbett - Seymour Senior High School

Cj: That is hilarious... GREAT comment - and sadly, so true for most of
us Americans nowadays...

Reply - 17 - Like - January 6 at 9:36am

Betty Carnes - Top Commenter

The problem is they can get the money by overdrawing your account
leaving you with the over draft fees!

Reply - 4 - Like - January 6 at 10:24am

Kaj Sorensen - WarehouselT at Pacfic Blue Micro
@ Cj Fricke | can so relate to you thanks for the morning laugh lol
Reply - 6 - Like - January 6 at 11:15am

View 6 more

Cj Fricke -

Another poorly researched and written article. How is the Trojan horse put into your
system? Attachments? What browsers are vulnerable, which are protected? What do

Top Commenter - Assasin at Large

we do to be protected? Wow, poor writing skills - and | am out of work.

Reply -

v

60 - Like - Follow Post - January 6 at 8:09am

Ragan Davis - Works at FWT LLC

Don't open any attachments you aren't sure of, disable cross site
scripting in your internet options settings for your browser on the
advanced tab and you should be fairly protected at that point but use
anti-virus and malware software like malware bytes or Avast and scan
your workstation often, its best to be pro active against these things.

Reply - 25 - Like + January 6 at 9:05am

Irvin Greene - Owner at Self employed
McDonalds is always hiring!
Reply - 11 - Like - January 6 at 9:13am

"-._J Shane Andrews - Grovetown. Georaia


https://www.facebook.com/plugins/comments.php?api_key=10150138890205613&channel_url=https%3A%2F%2Fs-static.ak.fbcdn.net%2Fconnect%2Fxd_proxy.php%3Fversion%3D3%23cb%3Df36eb63f18%26origin%3Dhttp%253A%252F%252Fredtape.msnbc.msn.com%252Ff367ec5528%26relation%3Dparent.parent%26transport%3Dpostmessage&href=http%3A%2F%2Fredtape.msnbc.msn.com%2F_news%2F2012%2F01%2F06%2F9986119-new-virus-raids-your-bank-account-but-you-wont-notice%3Focid%3Dfbth&locale=en_US&numposts=3&sdk=joey&width=550#
http://www.facebook.com/frickecj
http://www.facebook.com/frickecj
http://www.facebook.com/pages/Assasin/148517771827431
http://www.facebook.com/pages/large/113897768623639
https://www.facebook.com/plugins/comments.php?api_key=10150138890205613&channel_url=https%3A%2F%2Fs-static.ak.fbcdn.net%2Fconnect%2Fxd_proxy.php%3Fversion%3D3%23cb%3Df36eb63f18%26origin%3Dhttp%253A%252F%252Fredtape.msnbc.msn.com%252Ff367ec5528%26relation%3Dparent.parent%26transport%3Dpostmessage&href=http%3A%2F%2Fredtape.msnbc.msn.com%2F_news%2F2012%2F01%2F06%2F9986119-new-virus-raids-your-bank-account-but-you-wont-notice%3Focid%3Dfbth&locale=en_US&numposts=3&sdk=joey&width=550#
https://www.facebook.com/plugins/comments.php?api_key=10150138890205613&channel_url=https%3A%2F%2Fs-static.ak.fbcdn.net%2Fconnect%2Fxd_proxy.php%3Fversion%3D3%23cb%3Df36eb63f18%26origin%3Dhttp%253A%252F%252Fredtape.msnbc.msn.com%252Ff367ec5528%26relation%3Dparent.parent%26transport%3Dpostmessage&href=http%3A%2F%2Fredtape.msnbc.msn.com%2F_news%2F2012%2F01%2F06%2F9986119-new-virus-raids-your-bank-account-but-you-wont-notice%3Focid%3Dfbth&locale=en_US&numposts=3&sdk=joey&width=550#
http://www.facebook.com/profile.php?id=1287871240
http://www.facebook.com/profile.php?id=1287871240
http://www.facebook.com/pages/Seymour-Senior-High-School/108509972513643
https://www.facebook.com/plugins/comments.php?api_key=10150138890205613&channel_url=https%3A%2F%2Fs-static.ak.fbcdn.net%2Fconnect%2Fxd_proxy.php%3Fversion%3D3%23cb%3Df36eb63f18%26origin%3Dhttp%253A%252F%252Fredtape.msnbc.msn.com%252Ff367ec5528%26relation%3Dparent.parent%26transport%3Dpostmessage&href=http%3A%2F%2Fredtape.msnbc.msn.com%2F_news%2F2012%2F01%2F06%2F9986119-new-virus-raids-your-bank-account-but-you-wont-notice%3Focid%3Dfbth&locale=en_US&numposts=3&sdk=joey&width=550#
http://www.facebook.com/profile.php?id=100000149019255
http://www.facebook.com/profile.php?id=100000149019255
https://www.facebook.com/plugins/comments.php?api_key=10150138890205613&channel_url=https%3A%2F%2Fs-static.ak.fbcdn.net%2Fconnect%2Fxd_proxy.php%3Fversion%3D3%23cb%3Df36eb63f18%26origin%3Dhttp%253A%252F%252Fredtape.msnbc.msn.com%252Ff367ec5528%26relation%3Dparent.parent%26transport%3Dpostmessage&href=http%3A%2F%2Fredtape.msnbc.msn.com%2F_news%2F2012%2F01%2F06%2F9986119-new-virus-raids-your-bank-account-but-you-wont-notice%3Focid%3Dfbth&locale=en_US&numposts=3&sdk=joey&width=550#
http://www.facebook.com/kaj.sorensen
http://www.facebook.com/kaj.sorensen
http://www.facebook.com/pages/WarehouseIT/119827958102285
http://www.facebook.com/pages/Pacfic-Blue-Micro/109099349120075
https://www.facebook.com/plugins/comments.php?api_key=10150138890205613&channel_url=https%3A%2F%2Fs-static.ak.fbcdn.net%2Fconnect%2Fxd_proxy.php%3Fversion%3D3%23cb%3Df36eb63f18%26origin%3Dhttp%253A%252F%252Fredtape.msnbc.msn.com%252Ff367ec5528%26relation%3Dparent.parent%26transport%3Dpostmessage&href=http%3A%2F%2Fredtape.msnbc.msn.com%2F_news%2F2012%2F01%2F06%2F9986119-new-virus-raids-your-bank-account-but-you-wont-notice%3Focid%3Dfbth&locale=en_US&numposts=3&sdk=joey&width=550#
http://www.facebook.com/frickecj
http://www.facebook.com/frickecj
http://www.facebook.com/pages/Assasin/148517771827431
http://www.facebook.com/pages/large/113897768623639
https://www.facebook.com/plugins/comments.php?api_key=10150138890205613&channel_url=https%3A%2F%2Fs-static.ak.fbcdn.net%2Fconnect%2Fxd_proxy.php%3Fversion%3D3%23cb%3Df36eb63f18%26origin%3Dhttp%253A%252F%252Fredtape.msnbc.msn.com%252Ff367ec5528%26relation%3Dparent.parent%26transport%3Dpostmessage&href=http%3A%2F%2Fredtape.msnbc.msn.com%2F_news%2F2012%2F01%2F06%2F9986119-new-virus-raids-your-bank-account-but-you-wont-notice%3Focid%3Dfbth&locale=en_US&numposts=3&sdk=joey&width=550#
http://www.facebook.com/profile.php?id=1010929027
http://www.facebook.com/profile.php?id=1010929027
http://www.facebook.com/pages/FWT-LLC/119356624777149
https://www.facebook.com/plugins/comments.php?api_key=10150138890205613&channel_url=https%3A%2F%2Fs-static.ak.fbcdn.net%2Fconnect%2Fxd_proxy.php%3Fversion%3D3%23cb%3Df36eb63f18%26origin%3Dhttp%253A%252F%252Fredtape.msnbc.msn.com%252Ff367ec5528%26relation%3Dparent.parent%26transport%3Dpostmessage&href=http%3A%2F%2Fredtape.msnbc.msn.com%2F_news%2F2012%2F01%2F06%2F9986119-new-virus-raids-your-bank-account-but-you-wont-notice%3Focid%3Dfbth&locale=en_US&numposts=3&sdk=joey&width=550#
http://www.facebook.com/profile.php?id=1229444704
http://www.facebook.com/profile.php?id=1229444704
http://www.facebook.com/pages/Owner/124442727602022
http://www.facebook.com/pages/self-employed/148097325207316
https://www.facebook.com/plugins/comments.php?api_key=10150138890205613&channel_url=https%3A%2F%2Fs-static.ak.fbcdn.net%2Fconnect%2Fxd_proxy.php%3Fversion%3D3%23cb%3Df36eb63f18%26origin%3Dhttp%253A%252F%252Fredtape.msnbc.msn.com%252Ff367ec5528%26relation%3Dparent.parent%26transport%3Dpostmessage&href=http%3A%2F%2Fredtape.msnbc.msn.com%2F_news%2F2012%2F01%2F06%2F9986119-new-virus-raids-your-bank-account-but-you-wont-notice%3Focid%3Dfbth&locale=en_US&numposts=3&sdk=joey&width=550#
http://www.facebook.com/profile.php?id=1087881087
http://www.facebook.com/profile.php?id=1087881087
http://www.facebook.com/pages/Grovetown-Georgia/109693989057033

i e m e m e eeeny ———s e

Ragan Davis Also, having more than one method of checking your bank
accounts is useful. If you normally use your home PC/laptop to do it,
and you have another way, i.e. work computer, smartphone, or even
calling the 'robot' at your bank's 1-800 number, you can get around
this.

An up-to-date antivirus solution should be the front-line defense
against this though.
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So do the latest web browsers have what it takes to fight this post transaction
attack? | like how it says to have it but not how to get it.

16 - Like - Follow Post - January 6 at 6:24am

Kelly Rife

| was thinking the same thing. Only reporting the problem and not the
solution ... Thanks a ton red tape!

Reply - 9 - Like - January 6 at 3:08pm

Kyrillos Wickenberg - Top Commenter

It is not the browser, it is the operating system aka Windows, Mac OS,
Linix, that allows operations to be performed on the computer. Lots of
smart phones use an Operating System like iOS (apple) and Android
phones are now becoming infected with virus because people are
indiscriminately downloading and installing apps on them then using
them to acces their back accounts. These too can access infected web
sites which inturn infect the device.

Reply - 2 - Like - January 7 at 9:48pm

Jason Hernandez - William Howard Taft High School
Kyrillos Wickenberg -well said
Reply - Like - Monday at 5:33pm
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Bob Sullivan Bob Sullivan Blogroll

I'm a reporter for msnbc.com and | try to Consumerist Life Inc - The economy and you
write stories that make the world a little bit
more fair. My blog, The Red Tape
Chronicles, is among the most popular
consumer affairs columns on the Web. My
recent book, Gotcha Capitalism, was a
New York Times best seller. Since 1995,
I've written about the troubles created for
consumers by both technology, covering
topics like privacy, identity theft, computer
viruses and hackers.
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